NHOOPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXXJIbIM TOJOM MOJIOJACKHU B HWHTCPHCTC CTAHOBUTLCA 6OJIBIHC, a
MKOJbHUKKM OAHH M3 CaMbIX AKTHBHBIX M0JIb30BaTEeNICH PYHeTa. MG)K,ZIy TCM,
IIOMHMO OTPOMHOI'O KOJIMYCCTBA BOBMO)KHOCTCI?I, HHTCPHCT HCCCT U HpO6JIeMI>I. Ota
IHaMsiTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOIHUTLCA B CCTH.

KomnbroTepHbie BUPYCHI

KoMmbroTepHblid BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IMPOrpamM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT IOBPEAUTh WIH IMOJHOCTbIO YHHUTOXHTh
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MIOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almylnieHa 3apaKeHHas Mporpamma, a TakXke MOBPEIUTh WU JaXKe YHUUYTOXKUTh
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (aiiamu B LeJIoM. B OOJIBIIMHCTBE CilydaeB
PaCIPOCTPAHSIOTCS BUPYCHI U€pE3 UHTEPHET.

Metoapbl 3alUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Mcrionb3yii COBPEMEHHBIE ONIEPALMOHHBIE CHCTEMBI, IMEIOLIUE CEPhE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IloctossHHO ycTaHaBnuBaii mautd (UUGPPOBBIE 3aIlJIaTKA, KOTOPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IETbI0 JOPAOOTKH MPOrpamMMbl) U ApPyTHe
OOHOBJIEHUS CBOEH ONepaliMoHHOM cucTeMbl. CKaunBai X TOJIBKO C OPUIIMATIBHOTO
caiita pazpadbotunka OC. Eciu cyiecTByeT peKuM aBTOMaTUYECKOr0 OOHOBJICHUS,
BKJIIOYH €T0;

3. Pabortaii Ha cBOeM KOMIBIOTEpE TMOJ MpaBaMM MOJIb30BaTelNsA, a HE
aMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yll aHTUBHPYCHBIE NIPOTPAaMMHBIE MPOAYKTBl H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI TOCTOPOHHUX JIUIL;

6. Vcnonb3yit BHENIHUE HOCUTEIN WH(MOpMAINK, Takue Kak Quielika, TUCK
WM (aitn u3 MTHTEPHETA, TOJILKO U3 MPOBEPEHHBIX HCTOYHUKOB,;

7. He oTkpbIBali KOMMBIOTEpHBIE (Dailyibl, MOJyYEHHBIC W3 HEHAJCKHBIX
ucTouHUKOB. Jlaxke Te (paityibl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydiie yrouHu
y HET0, OTIIPABJISUI JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 3170 He BHJI niepeayn JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIMIIL OpeH I,
mapka. Eme B 1991 roay HuaepiaHjckass KOMIIAHUSI 3aperucTpupoBaja OpeH.I
"WECA", uro o6o3naugano caoocoueranue "Wireless Fidelity", xotopsrii
MEePEBOAUTCS Kak "OecpoBOHAS TOYHOCTH'.



Jlo Hamero BpeMeHH JIoIuIa apyras abopeBuarypa, Kotopas sSBJISIETCS TAKOU
e TexHosorueid. Oro adbOpeBuarypa "WIi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaHJapT BbICIICH 3BYKOBOI TexHUKH Hi-Fi, 4To B mepeBojie o3HavacT
"BBICOKAsi TOYHOCTB'".

Jla, GecruiaTHBINM WHTEPHET-AOCTYI B Kade, OTeNAX U adpoIopTax SBISETCS
OTJIMYHOHN BO3MOYKHOCTBIO BBIX0/Ia B MHTEpHET. HO MHOTHE SKCIIEPTHI CYNTAIOT, UTO
obmenoctynusie Wi-Fi cetn He sBIIsIIOTCS 0€30MaCHBIMH.

CogeTsl 10 0e30macHOCTH pabOThI B 001Ieq0cTymHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro muHyto nHpopmammio gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeIbHO HE BBOAUTH MAPOJIU JIOCTYIIA, JIOTHHBI M KaKHe-
TO HOMEpa,;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. [Ipu ucnionbzoBanuu Wi-Fi otkimoun ¢pyHkmmto "O01muit 1ocTyn K daiiiam
u npuntepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe win yueoe;

4. He wucnonw3yit myOmuunbii WI-FI nis mepegayu JUYHBIX JTaHHBIX,
HaIMpUMeED ISl BBIXOJA B COLIMATIBHBIE CETH WU B AJICKTPOHHYIO MOYTY;

5. Ucnonp3y# ToapKO 3amuineHHoe coeaudenue yepe3 HTTPS, a ne HTTP,
T.¢. Ipu Habope BeO-aapeca BBoaAM uMeHHO "https://*;

6. B moOunsHOM Tenedone orkmoun (yHkiuio "Tlogkmouenne xk Wi-Fi
apTomatnuecku'. He nomyckalli aBTOMAaTHMYECKOTO TMOJKIIOUYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.

ConunajabHbIe CeTH

ConuanbpHble CETH aKTUBHO BXOJIST B HAIIly KHU3Hb, MHOTHE JIIOJU PaboTaroT
U )KUBYT TaM IMOCTOSIHHO, a B Facebook yike 3aperucrpupoBan MULUTHAPT YETOBEK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKUTEJEH IIaHEThl. MHOTHE ITOJIB30BaTENIN HE
MOHUMAIOT, YTO WH(OpMAIMs, pa3MEIIeHHas UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJeHa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeNIbHO C
OJlaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuub cnucok apy3eil. Y Te0s B APy3bsiX HE JOJKHO OBITh CITy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amminaid CBOIO YacTHYI Xu3Hb. He ykaspiBail maposu, TenedoHsl,
aapeca, JaTy TBOEro PpOXACHUA ©  JAPYryl0 JUYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJIB30BaTh Jaxe WHPOPMAITHIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3ammuinai CBOIO peryTaIuio - IEPKH €€ B YICTOTE U 3a1aBaii cebe BOmpoc:
XoTenl Obl Thl, YTOOBI JPYTHE IMOJH30BATEIN BHJIEIH, YTO ThI 3arpyKaemib?
[Toxymaii, mpeskie 4eM 4TO-TO OMyOJIUKOBATh, HAIUCATH U 3aTrPy3UTh;

4. Ecnu Thl TOBOPHIIB C JIFOJbMH, KOTOPBIX HE 3HAElIb, HE UCIIOIb3YH CBOE
peasbHOE MMS U JIPYTYIO JUYHYI0 WH(GOPMAIMU: UMSI, MECTO JKUTEIHLCTBA, MECTO
yueObl U TIpoUee;



5. N3beraii pazmemienus ororpaduii B IHTepHETE, TNIE THI N300pa’KeH HA
MECTHOCTH, [0 KOTOPOU MOKHO OMPEACIUTH TBOE MECTOIOJIOKEHHUE;

6. [lpu perucrpaniuu B COIMAJIBLHONH CETHU HEOOXOJMMO HCIIOJIH30BATh
CJIOKHBIC MApOJIU, COCTOSIINE U3 OYKB U U(P U C KOJUISCTBOM 3HAKOB HE MEHEE
8,

7. Jns  conuanbHOW CETH, TMOYTBI W JAPYIHX CaWTOB HEOOXOIUMO
HCIIOJIB30BaTh pa3HbIe Mapoiu. Toraa eciau Te0s B3JIOMAlOT, TO 3JI0YMBIIIJICHHUKA
MOJIy4aT AOCTYH TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE J€HbI'H

DJNEeKTpOHHBIE JEHBIU - 3TO OYEHb YAOOHBIA CHOCOO MaTeXel, OJHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO U3-3a 3TOTO BO
MHOTHX T'OCYyAapCTBax J0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT M O HUX YK€ ITPOIKCAaHO B 3aKOHE, /1€ UX
pa3lensaoT Ha HECKOJIbKO BHUJOB - AaHOHUMHBIE U HE aHOHUMHBbIE. Pa3Huna B ToMm,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcsi MPOBOJIUTH Olepaluu 0e3
UACHTU(UKAIIMY TIOJb30BATENSA, @ B HEAHOHUMHBIX UJACHTU(PHUKALUS [10JIb30BATENS
SBIISIETCS 00A3aTEIBHOM.

Takxke crnenyer pas3iuyaTh DJEKTPOHHBIE (UATHBIE JEHBIU (paBHBI
rOCyJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIE He(dUATHBIE ACHLIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsiku K cyeTy MOOMIIbHBIN TeeOH. ITO camMblid yIOOHBIN U OBICTPHIi
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHblil TenedOH MOMONKET, €CIH
3a0y/ienib CBOM TMJIATEKHBIA Tapojib WM 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. HUcnonb3yil omgHopa3oBblie mapoiu. llocie mepexona Ha YCHICHHYIO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONacHOCTb KPaKW WJIM IepexBara
IUIATEKHOIO MapOJIs;

3. Boibepu cnoxubiii maponb. [IpectynmHukam OyneT HE MPOCTO yrajaarhb
CJIOXHBIA naposb. HanexHsle maponu - 3T0 napoiu, KOTOPBIE CONEPkKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B €051 CTPOUYHBIE U MPOMHUCHBIE OYKBBI, HU(PBI K HECKOIBKO
CUMBOJIOB, TaKME€ KaK 3HAaK Jo0Jiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tRONg!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.

JJIeKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHS U MPEIOCTABIISIEMBIE €10 YCIYTH IO
MEPECHUTKE U MOTYUYEHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE PACIPEACIISIOTCS B
KOMIbIOTEpHOH ceTh. OOBIYHO DIEKTPOHHBIM IMOYTOBBIM SITUK  BBITJISIUT
CJIeIYIONTUM 00pa3oM: UMsI_TOJIb30BaTeNss(@umMs_JToMeHa. Takxe KpoMme nepenadn
IIPOCTOr0 TEKCTA, HMEETCS BO3MOKHOCTD IIepeaBaTh (haubl.



OCHOBHBIE COBETHI 110 O€30TaCHOM padOTE C MEKTPOHHOM MOUYTOM:

1. Hamo BbIOpaTh mpaBWIBbHBIM IOYTOBBIM cepBUC. B wuHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIEe IOBEPSThH TEM,
KOTO 3HACIIb U KTO NIEPBBII B PEUTUHIE;

2. He yka3pIBail B IMUHOU MOYTE JIMUHYIO HHPopMaluto. Hanpumep, myudiie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "temal3";

3. Hcnonp3yid ABYX3TANHYK ABTOPHU3ALMIO. JTO KOrJa MOMHUMO MapOJs
HY>KHO BBOJIUTH KOJI, IPUChUIaeMbIi o SMS;

4. Be10bepu CIIOXKHBIN Napoib. [[J1s1 Kaxka0ro HOYTOBOIO SIIIMKA JTOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecth BO3MOXHOCTH HAamucaTb CaMOMY CBOM JIMYHBIM BOMPOC,
HCIOJIb3YH 3TY BO3MOXHOCTB;

6. Hcnonb3yili HECKOJBKO IOYTOBBIX SAIIMKOB. [lepBblil [y 4YacTHOM
MEPENNCKU C aipecaTamMu, KOTOPBIM Thl JOBEPSELIb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIBH30BaTh MPU PETUCTPALIMK HA PopyMax U calTax;

7. He oTkpwiBail ¢aitibl U Apyrue BIOKEHUS B MUCHbMAax, Jake €CIH OHU
OPUIILIA OT TBOWX JApy3el. Jlydille yTOuHHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
(baisl;

8. Tlocne okoHuaHusi paOOThl HA MOYTOBOM CEpPBUCE TMEpe]l 3aKPhITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

KuodepOyajuHr uin BUPTyaJbHOE U31€BATEIbCTBO

KubepOymmuar -  mpecienoBaHuE  COOOIICHUSIMHU,  COAEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTMBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTUPOBAHUE C TOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Gpocatics B 60oii. JIydmmii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4alle yCIOKOUTHCS. Eciu ThI
HaYyHEIIb OTBEYaThb OCKOPOJEHUSIMH Ha OCKOpOJIEHUS, TO TOJBKO elle Ooblie
pa30AOKeIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHoHuMHOCTh B ceTu MHUMas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJHMraHCKMH oOpa3 BUPTyallbHOW XU3HU. WHTEepHET
(buKcUpyeT Bce TBOM JEUCTBHS M COXpaHSET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPyAHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. WrHopupyil eaunHuuHbli HeratuB. OJHOpPA30BbIE OCKOPOUTEILHBIE
COOOIICHHMS JTy4Ilie UTHOPpUPOBaTh. OOBIYHO arpeccus MPEKpaIaeTcss Ha Ha4YaIbHON
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKM OTIPABKH COOOIIEHHUH C
OINPEIEIEHHBIX a/IPECOB;



8. Ecnu 11 cBUneTens kubepOysuinara. TBou neHCTBUS: BHICTYIIUThH POTUB
IpecieaoBaTeisd, I0Ka3aTb €My, YTO €ro JIEHUCTBUSA OLEHHUBAIOTCS HEraTUBHO,
HOJIEpkKaTh KEPTBY, KOTOPOHW HY)KHA IICHXOJIOTMYECKAass IOMOIb, COOOILUTH
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MOBEICHUS B CETH.

MoouibHbIi TesaedoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIIETHI COJIEPKAT B ceO€ BIOJTHE B3POCIBIHA
(GyHKIIMOHAN, M TEHepb OHU MOTYT KOHKYpPHpPOBaTh CO CTallMOHAPHBIMH
KoMIbroTepamMu. OHAKO, CPEACTB 3aLIUTHI I MOJOOHBIX YCTPOMUCTB MOKA OYEHB
Majo. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX IPOUCXOJIUT HE TAK MHTEHCUBHO,
kak 1A [1K, To xe camoe kacaeTcsi 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpemeHHbIE MOOWIbHBIE Opay3epbl yK€ MPaKTHYEeCKH JIOTHAJH
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacuIMpeHue (QYyHKIMOHAJIa BIJIEYET 3a COOOM
OO0JIBILIYIO CII0)KHOCTh U MEHBIIYIO 3aIlUIIEHHOCTb.

Jlaneko He BC€ MPOM3BOAMTENN BBITYCKAIOT OOHOBJIEHMS, 3aKPbIBAIOILINE
KPUTUYECKHE YSI3BUMOCTH JIJISI CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JUIsl 0€301aCHOCTH MOOMIIBHOTO TeseoHa:

Hudero He saBnsiercs nmo-HacTosieMy OecruiaTHbIM. Byap octopoxkeH, Beab
Korjia Tebe mpeasiaratoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hymaii, mpexxne dem otnpaButbh SMS, ¢oto mmm Buaeo. Thl TOYHO 3HACIITD,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo0xoamumo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOEro cMapT(hoHa;

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TENE(POHOB;

He 3arpyxaii mpuiioeHus: OT HEU3BECTHOTO MCTOYHUKA, BEJlb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro kak Tkl BBIMECIIL C CalTa, TJI€ BBOAWI JIMUHYIO HUH(OpPMAIIUIO,
3aiifii B HACTPOWKH Opay3epa u yuaiau COOKies;

[Tepuoauuecku npoBepsii, KAaKUe IMIATHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOUIBHOTO TelieOHA TOJIBKO JIHOJSM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomkeH OBITH BBIKIIOYEH, KOT/Ia Thl MM HE TOJb3yemibcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsr

CoBpeMEHHBIE  OHJIAWH-UTPBI - OATO  KPACOUHBIC, 3aXBATHIBAIOIIME
pa3BiieueHus, OOBEANHSIONINE COTHH THICSY YEJIOBEK MO BceMmy mupy. Mrpoku
WCCJIENYIOT JTaHHBIA UM MHpP, OOIIAIOTCS JAPYT C JAPYTOM, BBITIOJTHSIOT 3aJaHUs,
CpakaloTCsl ¢ MOHCTPAMHM U TOJYYalOT OMNBIT. 33 YAOBOJIbCTBUE OHU ILJIATAT:
MOKYMAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIIHH.



Bce 3T cpeacTsa uayT Ha NOANEPKAHNUE U PA3BUTHE UI'PBI, 4 TAKKE HA CaMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALMH, BBIITYCKAIOTCS HOBBIE
naTuu (IUQpoBbIE 3aIIaTKU AJI IPOrPaMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nogo6HBIX Urpax CTOUT ONacaThCsl HE CTOJIBKO CBOMX CONIEPHUKOB, CKOJIBKO
Kpa)ki TBOETO NapoJisl, HA KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3aLMU OOJBIINHCTBA
Urp.

OCHOBHBIE COBETHI 110 OE€30M1aCHOCTH TBOETO UTPOBOI0 aKKAYHTA!

1. Ecmu npyroit urpok BeaeT ceds TUIOX0 WM CO3/1aeT TeOe HENPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. Iloxamyicsa aiMUHUCTPATOPAM UIPBI HA IJIOXOE ITOBEICHHUE 3TOI0 UIPOKA,
YKEJIATEJIbHO NIPUJIOKUTH KAKHE-TO J1I0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muunyto nHGOpMaIuio B mpodaiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuIMaibHbIEC TATYH U MOJIBI;

6. Micrionb3yii CII0’KHBIE U PA3HBIE ITAPOJIH;

7. Jaxxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Kka ThI Urpaemisp,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OOBIYHOM KpaXkell JIeHEer U TOKYMEHTOB CETOJIHS YK€ HUKOTO HE YJIUBUIIID,
HO C pa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH TEPEMECTUIIUCh B
UHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " MIOOMMBIM" JIEIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOILICHHUYECTBA WM (DUIIMHT,
IJIaBHAsl 1E€Jb KOTOPOrO COCTOUT B MOJYYEHUU KOH(MUIICHIMAIBHBIX JTaHHBIX
I0JIb30BAaTEJICH - JIOTHHOB U mmapoJicii. Ha anrmuiickom s3bike phishing unraercs kak
¢ummnr (ot fishing - peioHas i0BIs1, password - maposib).

OcHOBHBIE COBETHI TI0 00PHOE C (HUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciid Thl 1Mojj03peBaeliib, 4YTO TBOS aHKETa
Obl1a B3JI0MaHa, TO HEOOX0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOpaM
pecypca 00 3TOM Kak MOYKHO CKOPEe;

2. Ucnonw3yii 6e30macHbIe BeO-CaliThl, B TOM YHCIIC, HHTEPHET-MarasuHoB 1
MTOMCKOBBIX CUCTEM;

3. Hcnonb3yil claokHbIE W pa3Hble Mapoyiu. Takum oOpazom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JOCTYN TOJIBKO K OJIHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Ecnum Tebs B3JIOMaiM, TO HEOOXOAMMO MPEAYNpPEeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIEe J0OABJIEHBI Y T€Os B APY3bSIX, O TOM, YTO T€OS B3JIOMAJIU U,
BO3MOXHO, OT TBOETO UMEHU OYyJI€T pacChUIaThCs CIIaM U CCHUIKU Ha (PUIIIMHTOBBIC
CAlThI;

5. Ycranosu Haaexubii napois (PIN) Ha MoOunbHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbiBail (aiyibl U Apyrue BIOKEHHS B MUCHhMax, JaKe €CIU OHU
MNPUIILTA OT TBOWX JApy3el. Jlydile yTouHu y HUX, OTIPABISUIIN JIM OHH TeOE ITH
(banb.



Mudposas penyranus

[Mu¢posas penyranus - 3T0 HEraTUBHAS UM IO3UTUBHAsI UHPOPMALUs B CETU
o tebe. Kommpomerupyromass nHpopManus, pasMeIIeHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3uThcsl Ha TBOeM peanbHOU ku3HU. "Lludposas
penyranus" - 3T0 TBOM UMUK, KOTOPbIN (popmupyeTcs U3 HHPpopMauu o Tede B
UHTEPHETE.

TBoe mMecTo KHUTENbCTBA, YyueObl, TBOe (UHAHCOBOE IOJIOXKEHUE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue MmOAPOCTKH JIETKOMBICICHHO OTHOCATCA K MyONMKAaIMM JMYHOM
uHpopMaiuu B MHTepHETE, HE MOHMMAasi BO3MOXHBIX MocieAcTBUil. Thl maxke He
CMOJKEIIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemieHHas 5 JeT Ha3ald, crajia
IPUYMHON OTKa3a NPUHATH TEOsI Ha paboTy.

KommenTapuu, pasmenenne teoux (otorpaduii U apyrue AecTBUs MOTYT
HE UCYE3HYTh JJaXKe I0CIIE TOT0, KaK Thl X YAAJIHIIb. ThI HE 3HACIIb, KTO COXPAHMII
3Ty UH(GOpPMAIUIO, TI0Taja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPaHUJIACh JIU OHA, a
IJIABHOE: YTO MOAYMAIOT O TeOe OKpY)KAIOIIUE JIIOU, KOTOPbIE HAAYyT U YBUJIAT
3T0. HaiiTu uHdOpMmMaIo MHOTo JIeT CIYyCTS CMOXKET JII0OOH - Kak M3 J0OpbIX
noOyKJI€HUH, TaK U C HAMEPEHUEM IPUUUHUTH BPEJl. DTO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 1O 3aIIMTE LUPPOBOM peIyTalUu:

1. ITogymaii, mpexzae yeM 4yTo-To MyOJMKOBATh U MEpeaaBath y ceds B Oyiore
WJIH B COIMAJILHOM CETH;

2. B Hactpoiikax mpo@uiisg yCTaHOBH OTPaHMYEHHUS HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOro, cliesiail ero TOAbKO "1 Apy3eit”;

3. He pa3memaii u He yka3biBail HH(GOpPMALIMIO, KOTOpas MOXET KOro-1mbo
OCKOPOJIATH UK OOMKATh.

ABTOpCKO€ NPaBo

CoBpeMeHHbIE UIKOJBHUKM - aKTUBHbBIE II0JIb30BaTeIM  IU(PPOBOTO
npoctpancTBa. OAHAKO JaleKo HE BCE 3HAIOT, YTO I0JIb30BAHUE MHOTUMU
BO3MOXHOCTSIMH  IippoBoro  Mupa  TpeOyeT  coOmoneHHs TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTENNEKTyalbHAasT COOCTBEHHOCTH" OTHOCUTCA K pPa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOI0 YMa, HAuyMHasi C HOBBIX HM300pETEHHU U 3HAKOB,
0003HayarIKX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMH,
dboTorpadusiMu, KUHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSIMU.

ABTOpCKHE MpaBa - ATO MpaBa HA MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
IPOM3BENICHUSI HAYKH, JTUTEPATyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYMHAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEIUIEKTYyaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJUBble BO3MOXHOCTH 3apaboTaTh Ha
pe3yiapTaTax CBOETO TpPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3
paspelieHus aBTOopa HE  MOXKET BOCHPOM3BOJIWUTH €ro  MPOU3BENEHHUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,



MyCKaTh B MPOKAT, IMyOJMYHO HCIOJHSTH, MOKA3bIBATH/UCTIONHATH B dPUpPE WU
pa3meniarth B IHTepHeTe.

Hcnonb3oBanue "MUparckoro" MPOrpaMMHOTO  OOECIICUCHUS] MOXKET
NPUBECTH K MHOTMM pHUCKaM: OT TOTepU JaHHBIX K TBOUM AaKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJIEHA HelerajibHas nporpamma. He
CTOUT TaKkXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJlbHbIE M O€CIUIaTHBIE MPOrPaMMBI,
KOTOPbIE MOKHO HaTH B CETH.

O nopraJue

CereBru4OK.p( - TBOI INIaBHBIN COBETUYHK B CETH. 3/1€Ch Thl MOXEIIIb y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IPH BO3HUKHOBEHHH
KPUTHUECKON CUTyallud OOpaTUTHCS 3a COBETOM. A TaKkKe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



